It is challenging to detect and track frequency hopping spread spectrum (FHSS) signals due to their wideband frequencies and the limitations of current hardware. In the implementation, there has been a trend of conducting compressive sensing for blind signal processing of FHSS signals. The modulated wideband converter (MWC) is a type of sub-Nyquist sampling system, which accomplishes the recovery of highly accurate broadband sparse signals by multichannel sub-Nyquist sampling sequences. However, it is difficult to adjust MWC to FHSS signals, because the support set and sparsity change with the hop. In this paper, we propose a channelized MWC scheme in order to solve these problems. First, the proposed method distributes the sub-bands to different channels. We can derive and refresh the frequency support set rapidly without recovery. Secondly, by reconstructing the low-pass filter and decimation, we reduced the computational cost to 1/m as the traditional m-channel MWC scheme, where m is the number of channels. Moreover, we propose a series of strategies to estimate carrier frequency. The numerical simulations show that our method can detect the channel, which contains FHSS signals in the case of a low signal-to-noise ratio. Furthermore, the estimation method leads to the successful estimation of the FHSS carrier frequency. This indicates that our method is also effective in the broadband non-cooperative spectrum sensing.
Introduction
Due to its advantages, such as its strong anti-interference ability, good security and convenience for networking, the frequency hopping (FH) system has been applied not only in military communication, but also in civilian mobile communication [1] . In communication countermeasures, the advantages of the FH system are based on its wide bandwidth, randomness and paroxysms, which result in challenges to the blind reconnaissance and blind interference. Nowadays, great attention is put on the detection and parameter estimation of frequency hopping spread spectrum (FHSS) signals. There are many novel detection methods for FHSS signals. For instance, time-frequency analysis and wavelet analysis are applied in the time-frequency domain for detection of FHSS signals [2] [3] [4] [5] [6] . These methods take advantage of the sparsity of two-dimensional distribution. In [2] , the non-cooperative FH signal detection based on the rearrangement algorithm of the Morlet wavelet scale spectrum are discussed to improve the time-frequency aggregation performance. In [3] , an adaptive time-frequency local threshold, power-detection and time-statistic are used to remove the influence caused by the interferences and realize the blind detection of FH signals in the intricate electromagnetic environment. The approach of algorithms in [3] [4] [5] is short time Fourier transform (STFT) or Wigner-Ville distribution.
1.
The support set of FHSS signals changes rapidly, which has critical real-time requirement. 2.
There are significant performance penalties under a low SNR.
In [28] , compressive detection strategies that sample the full FHSS spectrum in a compressive manner are proposed. This focuses on the use of random measurement kernels and specifically designed measurement kernels in the proposed architecture. However, the parameters of FHSS signals are not taken into consideration, which is important for further processing. In this paper, we propose methods for the detection of FHSS signals using MWC, which is based on channelization and energy detection. Our methods amplify the signals in the frequency domain and do not require an intermediate step of signal recovery. The proposed channelized MWC scheme has advantages in processing FHSS signals, such as the clear division of sub-bands, ease of implementation using Electronics 2018, 7, 170 3 of 18 existing devices and flexible structure. Furthermore, we improved the structure of MWC to reduce the computational cost and estimate the carrier frequency of FHSS signals. Although the analysis in this work focuses on the single-target FHSS signal detection, the extension of this framework to a multi-target setting is also possible.
The rest of this paper is organized as follows. In Section 2, we provide the basic information related to FHSS Signals. We present the detailed design of the channelized MWC method and further improve it in Section 3. The effect of some parameter settings and simulation results are given in Section 4 and we conclude our paper in Section 5.
Fundamental of FHSS Signals
Traditional Structure of FH System Figure 1 shows the traditional structure of the FH system.
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where T Hn is the hop duration, α n (t) is the baseband complex envelope; ω nk is the carrier frequency; φ nk is the initial phase of kth hop and rect(·) is a rectangle window function. During the blind processing of FHSS signals, the non-cooperation receiver does not have the generator and cannot get the frequency hopping pattern, this non-cooperation receiver includes detecting signals, estimating parameters, separating mixed signals and so on. The purpose of the non-cooperation receiver in this paper is to detect and follow the carrier frequency of FHSS signals from the estimation of ω nk under sub-Nyquist sampling. 
MWC for FH Signal

Channelized MWC
The basic structure of the MWC system is given in Appendix A. The core idea of MWC is based on spreading the information of the input signal to the whole spectrum by a set of analog mixers. This is achieved by applying a T p -periodic function p i (t) so that all sparse sub-bands can be moved to the baseband. After this, we can truncate the baseband by a low-pass filter (LPF) and sample the baseband at a relatively low rate. Although FHSS signal is varies with time and does not meet the needs of the sparse requirements of MWC on a long time scale, it is stationary and sparse in the frequency domain during one hop or several hops. Thus, the following conditions should be satisfied in order to detect FHSS signals using MWC.
(1) There should be the ability to rapidly derive and refresh the support set.
(2) There must be enough sampling points for a single hop to obtain adequate information for MWC and subsequent processing. (3) The whole spectrum of FHSS signal must be covered.
To solve these problems, we propose a channelized MWC method as follows: The received signal x(t) consists of the FHSS signal x h (t) and other signals x o (t).
Based on (A5), the discrete time Fourier transform (DTFT) of y i [n] can be expressed as:
where X h ( f ) and X o ( f ) are the DTFT of x h (t) and x o (t) respectively. It is clear that c il is the weighting coefficient of sub-band l in the ith channel. To channelize MWC, we can restructure A = {c il } 1≤i≤m,1≤l≤L , while Y i selectively denotes the information of certain sub-bands selectively. As described in Appendix A, the whole band is divided into L = 2L 0 + 1 sub-bands, which should be covered by m channels. Since the real signal of a single hop takes up to 4 symmetrical sub-bands, for convenience, we distributed these four sub-bands into each channel, which is depicted in Figure 2 . Thus, the number of channels should not be less than m = L/4 + 1 = L 0 /2 + 1, which meets the basic parameter choice of m ≥ 4N based on the theory presented in [16] , where N is the number of non-overlapping sub-bands for X( f ).
Without a loss of generality, we take the ith channel containing Without a loss of generality, we take the ith channel containing X h ( f ) as an example, which corresponds to sub-band ±(2i − 3) and ±(2i − 2)(i = 1). We obtain the new coefficient by using the following equation:
where µ l and ρ l are the fading factors of the lth sub-band, while
Generally speaking, the sub-band that we choose for the channel should be enhanced and the other sub-bands should be attenuated, which essentially means that the information of X h ( f ) will be retained and the information of X o ( f ) will be eliminated. However, a necessary condition for accurate blind recovery using MWC is that the number of effective channels cannot be less than 2N [15] . It is better to keep as much information as possible for each channel to improve the precision of recovery. In this paper, we amplified the sub-bands that we distributed to the channels for FH signal detection and recovered these from other channels. The weighting factor ρ is flexible according to SNR. We will analyze and discuss it in Section 4.
For the convenience of analysis and design, we set the following rules:
Thus, the new sensing matrixÂ can be expressed as follows:
Without a loss of generality, we take the ith channel containing ( ) h X f as an example, which
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Thus, the new sensing matrix Â can be expressed as follows:
Based on (A1), we have the new measurement equation:
where each channel keeps the information of its selective sub-bands. During one hop, the FH Signal may influence two channels at most. Figure 3 shows the relationship among Y( f ), X( f ) andÂ. where each channel keeps the information of its selective sub-bands. During one hop, the FH Signal may influence two channels at most. Figure 3 shows the relationship From Figure 3 , it is clear that all the channels keep the information of the source signal while Y i ( f ) is amplified, which allows channelization of MWC.
Structure Design of Channelized MWC
The relationship between the time domain waveform p i (t) and its Fourier series coefficient is given by (A2) and (A3). Thus, we can obtain the new time domain waveform:
Based on (4) and (5), the number of attenuated sub-bands is significantly smaller than others. Therefore,p i (t) can be expressed as follows:
ρc il e j2πl f p t i = 1
Thus, we have the structure of the channelized MWC, which is shown in Figure 4 . Compared with the basic MWC system, it restructures the periodic sequence p i (t).
From Figure 3 , it is clear that all the channels keep the information of the source signal while ( ) i Y f is amplified, which allows channelization of MWC.
The relationship between the time domain waveform ( ) i p t and its Fourier series coefficient is given by (A2) and (A3). Thus, we can obtain the new time domain waveform:
Based on (4) and (5), the number of attenuated sub-bands is significantly smaller than others.
Therefore, ˆ( ) i p t can be expressed as follows:
Thus, we have the structure of the channelized MWC, which is shown in Figure 4 . Compared with the basic MWC system, it restructures the periodic sequence ( ) In actual implementation, there must be enough transmission gain in the selective channel before restructuring. This means that the amplitude of the selective c il should be relatively high in order to characterize the sub-band so we can detect the differences after the amplification by restructuring. To ensure that this condition is met, an undesirable periodic function should be replaced in the preprocessing before the system continues on with its regular functions.
Improved Structure for Channelized MWC
Using the MWC theory (Appendix A), we can see that all sparse sub-bands are moved to the baseband. The information of a certain sub-band can be extracted by a mixer and a low-pass filter. For example, we extracted lth sub-band in ith channel. Assuming that x i (k) is sampling x i (t) at a Nyquist rate and decimation rate is D: D = f nyq / f s , we have:
where h(•) is the same low-pass filter as that in Figure A1 . It is difficult to implement MWC, especially when there is a high number of channels, because the order of h(•) can be relatively high. Although an analog filter is used, this results in high computation requirements. We improve the structure for channelized MWC as follows:
We rewrote (10) as:
From (11), x i (t) is tested and sampled at the same time. For ease of description, we defined the following:
Thus, we have:
We defined the following:
Based on (15) and (16), we have:
In MWC, since the baseband has all the information for the whole spectrum, we can extract the baseband by substituting ω l p = 0 into (17) . Thus, we obtain the following:
where x ir (n) and h r (n) are defined in (12) and (13) . Based on (18), the source signal and low-pass filter is decimated. This structure can be reused by all m channels through an interleaver and a summer, which is shown in Figure 5 . Based on (18), the source signal and low-pass filter is decimated. This structure can be reused by all m channels through an interleaver and a summer, which is shown in Figure 5 . The interleaver is different from the traditional interleaver. Instead of using a serial input and output, the inputs, which are the data of m channels, run in parallel with the outputs of data for decimation. Figure 6 depicts the interleaver model. The interleaver is different from the traditional interleaver. Instead of using a serial input and output, the inputs, which are the data of m channels, run in parallel with the outputs of data for decimation. Figure 6 depicts the interleaver model. Based on (18), the source signal and low-pass filter is decimated. This structure can be reused by all m channels through an interleaver and a summer, which is shown in Figure 5 . The interleaver is different from the traditional interleaver. Instead of using a serial input and output, the inputs, which are the data of m channels, run in parallel with the outputs of data for decimation. Figure 6 depicts the interleaver model. The main purpose of the interleaver used in this present study is storage and delay. In implementation, we used the same two interleavers as those used for the ping-pang operation. It is obvious that D > m so there is enough time for reading before the spillover of the other interleaver since it starts reading as soon as the matrix is full. From Figure 6 , it can be concluded that the D time of decimation occurs before the filters. The filter in the improved channelized MWC is a multiphase version of the original low-pass filter, which only requires 1/m computational cost. The real-time processing capability of the system has been greatly improved.
Detection and Frequency Estimation of FH Signal
Detection and estimation are most important during the blind signal processing of FH, which means catching and estimating time-frequency distribution of the signal. Although most of the compressive sensing methods aim to reconstruct a signal by exploiting its sparsity, our goal is not only to detect the presence of the FHSS signals, but also to estimate the channel that contains the FHSS signals in the frequency domain. Based on the above-mentioned system, we can rapidly determine the hopping frequency without recovering the original signal.
In Appendix A, we constructed the equation between the observed signals and original signals in the frequency domain. Furthermore, it is clear that the total power of a certain channel, which contains an FH signal, could be relatively high in the channelized MWC. The algorithm of the frequency estimation can be described as follows:
Step 1: Calculate fast Fourier transform (FFT) for y i [n]:ŷ i ( f ), as the estimation of y i ( f ). The estimation of power spectrum is:R
Thus, we have:R
where P x ( f ) = E |X( f )| 2 and f ∈ F s . The new sensing matrix Λ is a column symmetric real matrix.
Step 2: Adopt the smoothing filter forR y i ( f ).
The order of the smoothing filter is related to the width of signal power spectrum.
Step 3: Extract the channel as the support, which has a maximum value for the smoothed spectrumR y i ( f ) that exceeds the threshold. The truncation threshold can be calculated or given by the host computer. Assume that the frequency point of the maximum value is f max .
Step 4: Eliminate the vagueness of the sub-band. In the above-mentioned channelized MWC, each channel corresponds to two pairs of sub-bands. We should analyze the channel which is extracted in Step 3, to distinguish the real sub-band for single support. Since the main energy source is from the support sub-band, we can obtain an estimation of the real support sub-band index l S , which is depicted as:
where Λ(i, l) is the element of Λ; l corresponds to the extracted channel; and σ(x) represents the standard deviation of sequence x.
Step 5: Recover the power spectrum of the source signal.
The sub-matrix Λ l S consists of the column, which is indexed by l S . Λ † l S is the pseudo-inverse matrix of Λ l S .
Step 6: Estimate the carrier frequency.
where f p is the width of the sub-band; f b is estimated fromR x ( f ). In order to improve carrier frequency estimation performance, we utilized the gravity method forR x ( f ):
where η is the threshold related to the specific scenes and SNR. In implementation, we can obtain the threshold using previous measurement data.
Numerical Simulations and Discussion
Numerical simulations are conducted in this section to evaluate the performance of our method. In this section, we discuss the performance of sub-band detection and frequency estimation. In order to clarify certain points, the intermediate results of the channelized MWC are also discussed. These will give guidance in selecting parameters for the system. Without loss of generality, the relative simulation parameters are shown in Table 1 . The carrier frequency of source signals is transformed to [0, 5 GHz] as the input of our system. In addition, f s ≥ f p is necessary condition to allow accurate spectrum-blind recovery [15] . According to Section 3.1, m should not be less than 50 for channelized requirement.
Channel Detection
In this part, we analyze the performance of the channel detection at different SNR levels. It is important to emphasize that this SNR is a whole bandwidth SNR rather than an SNR on the equivalent narrow band. In this present study, we assumed that each sub-band is already characterized before reconstructing. A comparison of the original periodic function and the reconstructed one is shown in Figure 7 . It can be seen that one period of the original periodic function in the time domain (Figure 7a ) is a pseudorandom binary sequence. In the frequency domain (Figure 7b ), each sub-band gets an arbitrary coefficient and is moved to a baseband based on this coefficient. This revealed that the sub-bands cannot be distinguished in the original MWC before recovery. Figure 7c shows one period of the reconstructed periodic function in the time domain. Compared with the original function, the reconstructed one is multivalued and amplified. In the frequency domain (Figure 7d) , it is obvious that the sub-band that we chose for the channel is amplified, while others stay the same as that in Figure 7b . The amplitude of the reconstructed function is expanded and diversified. In actual implementation, each channel can simply add the sinusoid signal to its relative frequency. Figure 8 shows the spectrum of a single hop, which has a carrier frequency of 2.4098 GHz. Here, we assume that the single hop bandwidth is B = 10 MHz. We can see that the original spectrum has narrow bands under high resolution. The amplitude of the single hop spectrum is quite high in its equivalent narrow band. This characteristic makes it possible for the detection of FH signals in frequency domain. Figure 9 shows one result of the channel estimation. Here, we used the weighting factor ρ = 5 and SNR = −15 dB. It can be seen that the total power of the channel that contains the single hop is much higher than others.
before recovery. Figure 7c shows Figure 8 shows the spectrum of a single hop, which has a carrier frequency of 2.4098 GHz. Here, we assume that the single hop bandwidth is B = 10 MHz. We can see that the original spectrum has narrow bands under high resolution. The amplitude of the single hop spectrum is quite high in its equivalent narrow band. This characteristic makes it possible for the detection of FH signals in frequency domain. Figure 9 shows one result of the channel estimation. Here, we used the weighting factor 5 = ρ and SNR = −15 dB. It can be seen that the total power of the channel that contains the single hop is much higher than others. For further discussion, we calculated the probability of successful channel detection c P by 1000 Monte Carlo simulations. Figure 10 shows the results under the condition of different SNR levels and weighting factors. We concluded that the weighting factor has a significant impact on the probability of detection, especially when the SNR is relatively low. Since the power of a single hop is relatively stable and the MWC system spreads all the information of input signals, including noise, to the baseband, the inherent systemic characteristics of the noise limit the sensitivity of detection. For practical applications, the choice of weighting factor should consider the channel condition and source power. If the channel condition is good and the SNR on the equivalent narrow band is relatively high, we prefer a low weighting factor to reduce power consumption. In addition to the channelized MWC, a compressive detection with random measurement kernels, which was proposed in previous study [28] , was also implemented as a reference. Although the compressive detection method can only detect the presence of the FHSS signals and cannot find the specific channel, it serves as a benchmark. As the paper points out, the distribution of measurement energy λ for the signal in the present case follows the central Chi-squared distribution given by: For further discussion, we calculated the probability of successful channel detection P c by 1000 Monte Carlo simulations. Figure 10 shows the results under the condition of different SNR levels and weighting factors. We concluded that the weighting factor has a significant impact on the probability of detection, especially when the SNR is relatively low. Since the power of a single hop is relatively stable and the MWC system spreads all the information of input signals, including noise, to the baseband, the inherent systemic characteristics of the noise limit the sensitivity of detection. For practical applications, the choice of weighting factor should consider the channel condition and source power. If the channel condition is good and the SNR on the equivalent narrow band is relatively high, we prefer a low weighting factor to reduce power consumption. (26), we can obtain the theoretical compressive detection performance, which is shown in Figure 10 . It can be observed that the channelized MWC has a higher detection probability because it changes the SNR on the entire FHSS hopping range by amplifying the power of particular channels. Channel detection is the foundation for further processing. Compared with orthogonal matching pursuit (OMP) algorithm [15] for support recovery methods, our method has the advantages of less calculation requirements and adjustability. The amount of calculation is shown in Table 2 , where we set m channels and N samples for each channel. In addition to the channelized MWC, a compressive detection with random measurement kernels, which was proposed in previous study [28] , was also implemented as a reference. Although the compressive detection method can only detect the presence of the FHSS signals and cannot find the specific channel, it serves as a benchmark. As the paper points out, the distribution of measurement energy λ for the signal in the present case follows the central Chi-squared distribution given by:
where M is the number of measurements; and N b is the number of samples. The channel noise is modeled as complex zero-mean additive white Gaussian noise with a variance σ 2 n that covers the entire FHSS hopping range. To simplify our derivations, the FHSS signal is modeled as a complex zero-mean Gaussian white signal with variance σ 2 s . Based on (26), we can obtain the theoretical compressive detection performance, which is shown in Figure 10 . It can be observed that the channelized MWC has a higher detection probability because it changes the SNR on the entire FHSS hopping range by amplifying the power of particular channels.
Channel detection is the foundation for further processing. Compared with orthogonal matching pursuit (OMP) algorithm [15] for support recovery methods, our method has the advantages of less calculation requirements and adjustability. The amount of calculation is shown in Table 2 , where we set m channels and N samples for each channel. 
Furthermore, FH code sequences always have the characteristics of a wide gap. The probability of two adjacent hops in different channels can be relatively high. It is beneficial for our system to sense changes in the hop. Figure 11 shows the frequency estimation performance on different SNR levels and different single hop bandwidths. As the mode type is the differential quadrature phase shift keying (DQPSK), the carrier frequency of a single hop is suppressed, which will influence the estimation precision significantly. The simulations use the relative frequency error (RFE) to analyze the frequency estimation performance of the FH signals. The RFE of the frequency estimation can be modeled as:
Frequency Estimation
where N denotes the number of experiments;f h n denotes the frequency estimation of the nth experiment; and f s denotes the sampling rate. The weighting factor here is ρ = 4 and the wrong channel estimation is eliminated. Monte Carlo experiments were conducted 100 times for each integer point of SNR. It can be concluded that the bandwidth results in lower precision in estimation. When the SNR is above −9 dB, the proposed method has a similar RFE and has good estimation performance for the signal. The main sources of error come from the precision of FFT and the spectrum offset. experiment; and s denotes the sampling rate. The weighting factor here is =4 ρ and the wrong channel estimation is eliminated. Monte Carlo experiments were conducted 100 times for each integer point of SNR. It can be concluded that the bandwidth results in lower precision in estimation. When the SNR is above −9 dB, the proposed method has a similar RFE and has good estimation performance for the signal. The main sources of error come from the precision of FFT and the spectrum offset. 
Conclusions
In this paper, we propose an improved channelized MWC scheme for non-cooperative detection and frequency estimation of FHSS signals. Channelized MWC can capture the full FHSS bandwidth by distributing the sub-bands to each channel. Without an intermediate step of signal recovery, we detected the channel that contains FHSS signals in the frequency domain. The amount of calculation is significantly reduced compared to the traditional method. After this, we estimated the carrier frequency by directly processing the compressed sampling data. The theoretical analysis and numerical simulations demonstrate the validity and correctness of our method. The experimental results illustrate that the weighting factor of the channel and the width of a single hop have remarkable influence on the performance of detection and estimation in the channelized MWC. We can improve the sensitivity of the system by adjusting the weighting factor, which is flexible, Figure 11 . Relative frequency error of frequency estimation.
In this paper, we propose an improved channelized MWC scheme for non-cooperative detection and frequency estimation of FHSS signals. Channelized MWC can capture the full FHSS bandwidth by distributing the sub-bands to each channel. Without an intermediate step of signal recovery, we detected the channel that contains FHSS signals in the frequency domain. The amount of calculation is significantly reduced compared to the traditional method. After this, we estimated the carrier frequency by directly processing the compressed sampling data. The theoretical analysis and numerical simulations demonstrate the validity and correctness of our method. The experimental results illustrate that the weighting factor of the channel and the width of a single hop have remarkable influence on the performance of detection and estimation in the channelized MWC. We can improve the sensitivity of the system by adjusting the weighting factor, which is flexible, SNR is relatively low. In future research, we would like to explore the real implementation of channelized MWC and extend the system to detect multi-target FHSS signals.
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